
 

   

 

 

   

© 2016 SAP AG. All rights reserved. 

SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP 

BusinessObjects Explorer, StreamWork, SAP HANA, and other SAP products 

and services mentioned herein as well as their respective logos are 

trademarks or registered trademarks of SAP AG in Germany and other 

countries. 

Business Objects and the Business Objects logo, BusinessObjects, Crystal 

Reports, Crystal Decisions, Web Intelligence, Xcelsius, and other Business 

Objects products and services mentioned herein as well as their respective 

logos are trademarks or registered trademarks of Business Objects Software 

Ltd. Business Objects is an SAP company. 

Sybase and Adaptive Server, iAnywhere, Sybase 365, SQL Anywhere, and 

other Sybase products and services mentioned herein as well as their 

respective logos are trademarks or registered trademarks of Sybase Inc. 

Sybase is an SAP company. 

Crossgate, m@gic EDDY, B2B 360°, and B2B 360° Services are registered 

trademarks of Crossgate AG in Germany and other countries. Crossgate is an 

SAP company. 

All other product and service names mentioned are the trademarks of their 

respective companies. Data contained in this document serves informational 

purposes only. National product specifications may vary. 

These materials are subject to change without notice. These materials are 

provided by SAP AG and its affiliated companies ("SAP Group") for 

informational purposes only, without representation or warranty of any 

kind, and SAP Group shall not be liable for errors or omissions with respect 

to the materials. The only warranties for SAP Group products and services 

are those that are set forth in the express warranty statements 

accompanying such products and services, if any. Nothing herein should be 

construed as constituting an additional warranty. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

How to Secure SAP HANA 
Cockpit Step-by-Step 
SAP HANA Cockpit 

 

 

Ali Chalhoub 

 

 

 

 

 

 



                                                                                                                                 

  2 

Document History 
 

Document Version Authored By  Description Date Created 

1.0 Ali Chalhoub First release of this whitepaper December 19, 2020 

    

Document Version Reviewer   Description  

1.0 Alan Li First release of this whitepaper December 22, 2020 

    

    



How to Secure SAP HANA Cockpit Step-by-Step 

 

 

   

 

  

 

 

   

www.sap.com  

TABLE OF CONTENTS 

 

Document History ...................................................................................................................................................... 2 

ABSTRACT .....................................................................................................................................................4 

Chapter 1 – Secure Database Connection ................................................................................................................. 4 

Chapter 2 – Securing and Reset SAP HANA Cockpit Certificate(XSA Domain Certificate) ......................................... 4 

Chapter 3 – Mutual SSL/TLS certificate between Cockpit and HDB system .............................................................. 4 

Chapter 4 – Troubleshooting ..................................................................................................................................... 4 

CHAPTER 1  OVERVIEW OF THE ARCHITECTURE ..............................................................................................5 

Overview of the Architecture .................................................................................................................................... 5 

Configuring a secure HANA database connection ..................................................................................................... 6 

CHAPTER 2  SECURING AND RESET SAP HANA COCKPIT CERTIFICATE (XSA DOMAIN CERTIFICATE) .................. 13 

How to reset SAP HANA Cockpit self-signed certificate .......................................................................................... 13 

Generate CA Signed Certificate for SAP HANA Cockpit ........................................................................................... 14 

Updating SAP HANA Cockpit domain certificate ..................................................................................................... 16 

Testing SAP HANA Cockpit with CA signed certificate ............................................................................................. 17 

CHAPTER 4 MUTUAL SSL/TLS CERTIFICATE  BETWEEN COCKPIT AND HDB SYSTEM ......................................... 18 

Architecture Overview ............................................................................................................................................. 18 

Importing SAP HANA Database Certificate into SAP HANA Cockpit ........................................................................ 20 

Importing SAP HANA Cockpit Certificate into SAP HANA Database PSE file ........................................................... 22 

Setting SAP Cockpit Environment Variable .............................................................................................................. 23 

Testing the Mutual SSL/TLS connection .................................................................................................................. 24 

CHAPTER 3 TROUBLESHOOTING ................................................................................................................... 29 

Verify the SSL certificate of the SAP HANA Cockpit ................................................................................................. 29 

TLS mutual authentication failed after setting sslvalidatecertificate to true .......................................................... 30 

How to undo and reset “sslvalidatecertificate” back to false ................................................................................. 30 

  



                                                                                                                                 

4 

 

Abstract 

Chapter 1 – Secure Database Connection 
1.1. Overview of the Architecture 

1.2. Configuring a secure HANA database connection  

1.3. Registering a secure HANA database connection in the Cockpit 

Chapter 2 – Securing and Reset SAP HANA Cockpit Certificate(XSA Domain Certificate)  
2.1. How to reset SAP HANA Cockpit self-signed certificate 

2.2. Generate CA signed certificate for SAP HANA Cockpit 

2.3. Updating SAP HANA Cockpit domain certificate 

2.4. Testing SAP HANA Cockpit with ssl certificate 

Chapter 3 – Mutual SSL/TLS certificate between Cockpit and HDB system   
3.1. Architecture Overview 

3.2. Importing SAP HANA Database Certificate into SAP HANA Cockpit 

3.3. Importing SAP HANA Cockpit Certificate into SAP HANA Database PSE file 

3.4. Setting SAP Cockpit Environment Variable 

3.5. Testing the Mutual SSL/TLS connection 

Chapter 4 – Troubleshooting 
4.1. Verify the SSL certificate of the SAP HANA Cockpit 

4.2. TLS mutual authentication failed after setting sslvalidatecertificate to true 

4.3. How to undo and reset “sslvalidatecertificate” back to false 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                                                                                 

5 

 

Chapter 1  
Overview of the Architecture 

 

 

 
Welcome to How to Secure SAP HANA Cockpit Step-by-Step. In this white paper you will find all the details are 

needed to let you configure an SAP HANA Cockpit to securely connect and manage HANA database instances 

using two types of connections: 

1. The JDBC connection between cockpit and the target HDB 

2. XSA and the browser (secured via XSA domain certificate) 

Note: There are many other connections also need to be secured with SSL/TLS, such as the connection 

between cockpit and SAP Control, SSO relevant connections etc.  Almost all TCP based connections 

need to be secured with SSL/TLS. We only describe part of the SSL/TLS topics here. 

 
 

Requirement 

 

1. SAP HANA database installed on its own host 

2. SAP HANA Cockpit installed on its own host and running on its default 

configuration 

3. This whitepaper must be done and implemented first in a development 

environment because of its complexity 

 

 

 

Overview of the Architecture 
 

Before we can start our configuration, we need to look at the Architecture that this book will address. This 

eBook will cover the following scenario: 

SAP HANA Cockpit needs to manage an SAP HANA Database running on its own host. The connection that we 

need to create in order to manage this database must be secure. 

 

 

 

 

 

 

 

 

 

 

 

HANA DB HOST 

SAP HANA Cockpit Secure connection 
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Note 

If we try to register a Database connection securely without doing the configurations 

that are needed, we will get the following error: 

 

 
 

 

 

 

 

1. We need to check if the certificate of the HANA Database is self-signed or not 

2. We need to export the self-signed certificate or the root CA of the HANA Database server 

3. We need to copy the self-signed certificate or the root CA certificate to the SAP HANA Database 

Cockpit server 

4. Next, we need to add the certificate to the trusted store in the SAP HANA Cockpit 

5. Finally, we need to register the database connection securely 

 

 

Configuring a secure HANA database connection 
 

• We need to check if the certificate of the HANA Database server is self-signed or not 

1. Connect to the SAP HANA Database that we need to manage securely 

2. Open a terminal window 

3. Issue this command:  
sudo  su - <SID>adm  

 

or 

 
su - <SID>adm 
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4. Execute this command cd $SECUDIR 

5. You should get something like that /usr/sap/<SID>/HDB00/<HOSTNAME>/sec 

6. Issue this command: sapgenpse get_my_name -p sapsrv.pse -v 

7. This will give you the list of certificates of your host. In our case we are using self-signed 

certificate. Therefore; we need to export this certificate 

 

• Exporting the self-signed certificate 

1. Issue this command:  
sapgenpse export_own_cert -o /tmp/<NAMEOFCERT>.cer -p sapsrv.pse 

2. Once exported, we need to copy the exported certificate, <NAMEOFCERT>.cer to the SAP HANA 

Cockpit 

• Adding the exported certificate to the XSA trust store. SAP HANA Cockpit is comprised of a set of XS 

applications based on XSA platform, most of the secure relevant settings are on XSA level 

1. The first important steps here before doing anything, we need to change the permission on the 

certificate that we copied. Issue this command: chmod 777 <NAMEOFCERT>.cer 

2. Login to XSA from a terminal 

3. Issue this command: xs login 

4. User ID: COCKPIT_ADMIN  ( Default user of SAP HANA Cockpit) 

5. We need to be in the HANACockpit Organizations  ( Default Organization of SAP HANA Cockpit ) 

6. Issue this command xs trusted-certificates 

7. In our example we got nothing returned 

 

  
8. Let’s add the certificate we exported from the HANA Database server by issuing this command: 

xs trust-certificate <ALIAS-NAME> - c <PATH-TO-CERT> 

 

(i.e xs trust-certificate myalias -c mycert.cer) 

 

 

Note 

 

ALIAS-NAME: It can be any name you like, but it must be unique. It means if the 

trust store has a same name, it will not work 

 

 
 

9. Once we have added the certificate, issue this command to verify it:  
xs trusted-certificates 

10. If the certificate is listed now, we need to restage, rg,  and restart, rs,  the cockpit-hdb-svc 
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11. Issue these commands: 
xs rg cockpit-hdb-svc 

xs rs cockpit-hdb-svc 

• Registering the database connection securely and manage it by SAP HANA Cockpit 

1. Open a web browser such as Chrome or Microsoft Edge 

2. Issue connect to your SAP HANA Cockpit. In our example the URL is this  

https://<COCKPIT-DOMAIN-NAME:39630/  ( Note: the port here is the default installation) 

3. Click on Hana-cockpit-admin as shown below: 

 
4. Login using COCKPIT_ADMIN account 

5. Click on Registered Databases 
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6. Click on Register Database as shown below 

 
 

7. Enter the full hostname of the HANA Database 

 
 

8. Click on Step 2 
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9. Make sure your screen is as shown below: 

 
 

10. Click on Step 3 

11. Enter a technical user name if you have one or use user SYSTEM to login to the HANA Database in 

order to register it 

 

 
 

12. Click on Step 4 

13. Do not define any group and click on Step 5 
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14. Finally, it is up to you to enter or not the contact information and click on Review as shown below: 

 
15. Confirm your configuration and click on Register on the bottom right of the screen 
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16. If everything goes well, you should get your connection registered successfully 
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Chapter 2  
Securing and Reset SAP HANA Cockpit Certificate (XSA 

Domain Certificate) 
 

 
 

How to reset SAP HANA Cockpit self-signed certificate 
 

In this section we will learn how to reset the self-signed certificate of the SAP HANA Cockpit. 

 

1. Login to the terminal where SAP HANA Cockpit is installed 

2. Issue this command: sudo su - <SID>adm 

3. Issue this command xs login 

4. Enter user ID: COCKPIT_ADMIN 

5. Issue this command: XSA reset-certificate 

6. To verify the certificate has been reset, issue this command: 
xs domain-certificates --chain 

7. This should show you the certificate is valid from the date you have reset the certificate 
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Generate CA Signed Certificate for SAP HANA Cockpit 
 
To secure SAP HANA Cockpit install an SSL certificate, follow the following steps: 

1. Login to SAP HANA Cockpit host machine 

2. Open a terminal session 

3. Issue this command 

sudo su - <SID>adm 

 

4. Login to XS by issuing this command 

xs login 

5. User ID: COCKPIT_ADMIN 

6. Once logged in successfully, we need to generate a certificate request, but before we do that, we need 

to get the domain name of the cockpit. Issue this command 

xs domains 

 

 
 

7. Copy the full default domain. For example, in my case it is called <DOMAIN-NAME>.com 

8. Issue this command to navigate to the security folder 

cd $SECUDIR 

9. We need to generate a certificate request. Issue this command 

sapgenpse gen_pse -p <NAMEOFYOURPSE>.pse – r <NAMEOFYOURPSE>.req 

a. You will be asked for a PIN, just hit enter. Keep it blank 

b. Next you will be asked for the Distinguished name of the PSE. This will be the domain name that 

we copied from step 6. We should have something like that below 

 
10. In our example above from step 9, we called the CSR, request file, signedcert2.req; therefore, take the 

content of the signedcert2.req or the actual file and pass it to your CA authority or Administrator to sign 

it 

11. Once it is signed, you will receive back from your signing authority the following: 

a. The actual signed certificate 

b. The Intermediates certificates if exists 

c. Lastly the CA certificate 
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12. In the same folder under the same directory where the PSEs are in the SAP HANA Cockpit host machine, 

we need to do the following: 

a. Create an empty text file in vi or any text editor you are comfortable with and called 

cockpitprod.crt or anything you like 

b. Copy the content of the entire text file of the signed certificate for example copy everything 

from   

-----BEGIN CERTIFICATE----- 

: 

: 

-----END CERTIFICATE----- 

 

Note: Make sure -----BEGIN CERTIFICATE----- and  -----END CERTIFICATE----- are included in the 

copy 

c. Paste everything you have copied in the empty text file in step a. 

 

d. Next if there are intermediate certificates, copy them in the same manner you did in step b and 

paste them under the signed certificate in the same text file from step a. Now you should have 

the signed certificate and the intermediate certificates in the file 

 

e. Lastly copy the root CA certificate contents and paste last in the file, so the file should look like 

this now . Note: in our test we only have the actual certificate and the CA certificate, so the file 

will contain two certificates: 
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f. Save the file 

Updating SAP HANA Cockpit domain certificate 
 

1. Next, we need to update the PSE file, signedcert2.pse, that we created in step 9 above, with the signed 

certificate. To do this, do the following: 

a. sapgenpse import_own_cert -p signedcert2.pse -c cockpitprod.crt 

b. The verify the certificate is imported successfully by issuing 

sapgenpse get_my_name -p signedcert2.pse 

2. Copy the domain that we need to assign this certificate to by issuing 

xs domains 

3. Now assigned the signedcert2.pse file to the domain by issuing 

xs set-certificate <DOMAIN-NAME> --pse signedcert2.pse 

4. When asked for the PIN, press enter, do not enter anything 

5. You should see something like this below: 
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6. Restart XSA engine by issuing 

XSA restart 

7. Once it is restarted successfully issue this command to validate the domain chain 

xs domain-certificates –chain 

 

 

Testing SAP HANA Cockpit with CA signed certificate 
 

1. Open Chrome or Edge web browser 

2. Enter the URL of the SAP HANA Cockpit ( for example https://<FULL-QUALIFIED-DOMAIN-URL:39630/ ) 

Note: Our default instance ID of the cockpit is 96 

3. We should see something like that: 
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Chapter 4 
Mutual SSL/TLS certificate  

between Cockpit and HDB system 
 

 

 

Architecture Overview 
 

SAP HANA Cockpit uses JDBC to access SAP HANA Database system. In this case we can consider SAP HANA 

Database as server side of the JDBC connection while SAP HANA Cockpit (more precisely, cockpit-hdb-svc) is the 

client side. Let’s look at the Architecture overview first and then the diagram 
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1. First, we need to register an SAP HANA Database to be managed by SAP HANA Cockpit. In order to 

achieve the above step, we need to implement mutual authentication method between the SAP HANA 

Database and SAP HANA Cockpit 

a. SAP HANA Cockpit needs to establish a secure connection using JDBC to talk to SAP HANA 

Database, but the connection must be encrypted 

b. In order for the SAP HANA Cockpit be able to encrypt the connection, the root CA of the HANA 

DB or the self-signed certificate needs to be stored in the SAP HANA Cockpit XSA Trust 

certificate list 

2. SAP HANA Database server needs to establish as well secure connection between the HANA DB and SAP 

HANA Cockpit. Basically, SAP HANA Database becomes the client and SAP HANA Cockpit becomes the 

server. In order to achieve this, we need the following 

a. We need to store the SAP HANA Cockpit self-signed certificate or root CA certificate in the SAP 

HANA Database PSE file 

b. Since the SAP HANA Cockpit does not have access to the SAP HANA Database PSE file, we need 

to store the SAP HANA Cockpit certificate and private key in the following two environment 

variables on the SAP HANA Cockpit side 

i. HANA_CLIENT_KEY 

ii. HANA_CLIENT_CERTIFICATE 

 

Now that explains the process of mutual authentication TLS architecture and overview. Let’s proceed to the 

implementation. 

Prerequisites 

 

1. This configuration must be tested in development first because of its 

complexity 

2. The steps apply to file-based PSE  

3. The steps apply to "ports" routing mode, not "hostnames" routing mode 
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Importing SAP HANA Database Certificate into SAP HANA Cockpit 
 

Server side (SAP HANA Database system) certificate is controlled by property "Encrypt the database connection" 

and "Validate the certificate" when registering HDB resource in Cockpit Manager application. Before setting up 

server-side certificate, if we select "Encrypt the database connection" and "Validate the certificate", the HDB 

resource can't be saved successfully due to HDB certificate failure. See below: 

 

 

For self-signed certificate, we need to execute following steps to set up SAP HANA Database certificate 

ON the HANA Database Host machine do the following: 

1. Login to HDB Linux node, then switch to user <hdb_sid>adm as listed below 

su  - <sid>adm  

 

or 

 

sudo su - <sid>adm 

 

2. Issue this command to navigate to the secure directory 

cd $SECUDIR 

 

3. The path looks like "/usr/sap/<SID>/<HDB>/<HOST>/sec", there should be a "sapsrv.pse" file in the 

"sec" folder. "sapsrv.pse" is the personal security environment file which stores HDB owned certificate 

and trusted certificates.  

 

4. Use the command "sapgenpse" to export the HDB owned certificate from "sapsrv.pse" to a file(here we 

name it as "hdb.cer", you can change the name as you like 

sapgenpse export_own_cert -o /tmp/hdb.cer -p sapsrv.pse 
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5. Copy the certificate file to the SAP HANA Cockpit host machine. In our example we stored it in 

/tmp/hdb.cer 

 

On the SAP HANA Cockpit host machine: 

1. Login to SAP HANA Cockpit host machine 

2. Open a terminal window and issue 

chmod 777 /tmp/hdb.cer 

 

3. Switch to user <cockpit_sid>adm 

su - <sid>adm 

 

4. Import the HDB exported certificate into SAP HANA Cockpit XSA via "xs trust-certificate". (Here 

"hdb_t11" is an alias of the certificate. you can use whatever string you like, but it should be unique in 

trust certificates of Cockpit) 

xs trust-certificate hdb_t11 -c /tmp/hdb.cer 

 

Note: we can check if the certificate has been imported successfully via "xs trusted-certificates" 

 

5. Issue this command to check the list 

 xs trusted-certificates 

 

Retrieving the list of trusted certificates as COCKPIT_ADMIN... 

 

Alias: hdb_t11 

------------------------------------------------------------------------------- 

Subject: CN=<FULLY_QUALIFIED_HOST_OR_DOMAIN_NAME>,OU=<OU>,OU=<OU> 

Issuer: CN=<FULLY_QUALIFIED_HOST_OR_DOMAIN_NAME>,OU=<OU>,OU=<OU> 

Valid from: <VALID_DATE> 

Valid until: <END_DATE> 

Signature algorithm: SHA256withRSA 

 

6. Restage & restart "cockpit-hdb-svc" by issuing these commands: 

xs rg cockpit-hdb-svc 

xs rs cockpit-hdb-svc 

 

7. Now the HDB should be registered successfully with "Encrypt the database connection" and "Validate 

the certificate" selected in Cockpit Manager. 

 

Note 

 

If the certificate on the SAP HANA Database is signed a CA, all you have to-do is 

import the root CA certificate instead into the XSA Trusted Certificate Lists 
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Importing SAP HANA Cockpit Certificate into SAP HANA Database PSE file 
 

In our architecture overview we mentioned that in order to implement a mutual authentication, the SAP HANA 

Database server needs to request the certificate of the SAP HANA Cockpit. In order to make this happen, this 

process is controlled by a parameter "sslvalidatecertificate" in global.ini of the registered SAP HANA Database. 

But before we can change this value, we need to import the SAP HANA Cockpit certificate into the SAP HANA 

Database pse file, and we need to set the environment variables in the SAP HANA Cockpit to the Cockpit private 

key and its certificate.  

 

To make this happen, we need to do the following: 

• On the SAP HANA Cockpit host machine: 

 

1. Login to the SAP HANA Cockpit Linux machine 

2. Issue this command 
su - <sid>adm  

 

3. Change to the secure directory 
cd $SECUDIR 

 

4. Export the certificate 
sapgenpse export_own_cert -o /tmp/cockpit.cer -p sapsrv.pse 

 

5. Copy the certificate, cockpit.cer, to the SAP HANA Database host machine 

 

• On the SAP HANA Database host machine: 

 

1. Login to SAP HANA Database host machine 

2. Change the permission of /tmp/cockpit.cer to make sure it can be read by user <sid>adm: 
chmod 777 /tmp/cockpit.cer 

 

3. If sapsrv.pse of the SAP HANA Cockpit is self-signed certificate, please import the Cockpit 

exported certificate into PKList of HDB as follow: 

 
su - <sid>adm 

sapgenpse maintain_pk -p sapsrv.pse -a /tmp/cockpit.cer 

 

4. If sapsrv.pse of the SAP HANA Cockpit is CA certificate, please import the root CA 

certificate into PKList of HDB: 
sapgenpse maintain_pk -p sapsrv.pse -a /tmp/<ROOT-CA-CERTIFICATE>.crt 

 

5. Use the following command to check if the certificate has been added successfully: 
sapgenpse maintain_pk -p sapsrv.pse -l 

 

6. Execute following command to restart SAP HANA Database 
HDB restart 

 

 

 



                                                                                                                                 

23 

 

Setting SAP Cockpit Environment Variable 
 

Now that we have the certificates installed successfully on both environment, SAP HANA Database and SAP 

HANA Cockpit, we need to set now the SAP HANA Cockpit environment variables to its certificate and its private 

key.  

 

On the SAP HANA Cockpit host machine, do the following: 

1. Login to the SAP HANA Cockpit host machine 

2. Export the private key and certificate with PKCS8 format from "sapsrv.pse", by issuing  
su - <sid>adm 

3. Then change to the security directory  
cd $SECUDIR 

4. Export the private key and certificate  
sapgenpse export_p8 -p sapsrv.pse /tmp/keyfile 

 

Note: Do NOT set password when prompt to enter PKCS#8 encryption password, just press 

"enter" to use empty password. 

 

5. Open /tmp/keyfile, we can find the private key content and the certificate content 

Copy and save the private key content to a file such as "hanacockpit.key" whose content looks 

like: 

-----BEGIN PRIVATE KEY----- 

...<key string>... 

-----END PRIVATE KEY----- 

 

Copy and save the certificate content to a file such as "hanacockpit.cer" whose content looks 

like: 

----BEGIN CERTIFICATE----- 

...<domain certificate string>... 

-----END CERTIFICATE----- 

 

If use CA signed certificate, we also need to copy the intermediate certificate and the root CA 

certificate into file  "hanacockpit.cer" ,  the content will look like: 

 
----BEGIN CERTIFICATE----- 

...<domain certificate string>... 

-----END CERTIFICATE----- 

----BEGIN CERTIFICATE----- 

...<intermediate certificate string>... 

-----END CERTIFICATE----- 

----BEGIN CERTIFICATE----- 

...<root certificate string>... 

-----END CERTIFICATE----- 

 

6. Set the environment variable "HANA_CLIENT_KEY" and "HANA_CLIENT_CERTIFICATE" for 

"cockpit-hdb-svc" with following commands: 
xs set-env cockpit-hdb-svc HANA_CLIENT_KEY --from-file hanacockpit.key 

xs set-env cockpit-hdb-svc HANA_CLIENT_CERTIFICATE --from-file hanacockpit.cer 
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7. Restage & restart "cockpit-hdb-svc": 
xs rg cockpit-hdb-svc 

xs rs cockpit-hdb-svc 

 

8. Check if the two environment variables has been set successfully: 
xs env cockpit-hdb-svc 

 

 
Testing the Mutual SSL/TLS connection 

 

Now that the SAP HANA Cockpit is configured for mutual authentication, we need to test our configuration. We 

mentioned in the previous steps that we need to set the value of this parameter "sslvalidatecertificate" to true 

in the SAP HANA Database that we need to manage by SAP HANA Cockpit. Assuming the database has been 

added to our Cockpit from the first section of this white paper from chapter 1, we can do the following steps 

below:   

 

1. Open Chrome or Microsoft Edge 

2. Enter the URL of the SAP HANA Cockpit 

3. Login to SAP HANA Cockpit 

4. You should see something like this below: 

 
 

5. Click on Database Directory tile 

6. Click on the SAP HANA Database that you have registered from chapter 1 
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7. From the top left menu where “Monitoring” is showing, click on it and change it to “ALL” 

 
 

8. In the search text field type “Manage database configuration” 

 
 

9. Click on “Manage database configuration” under the “Database Administration” card 
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10. In the search text field type “sslvalidatecertificate” 

 
 

11. Click on Override Value as shown below 

 
 

 

12. Select System Layer 
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13. Select value true as shown below 

 
 

14. Click on OK 

15. A warning message is displayed requesting the Administrator to restart the SAP HANA 

Database 

 
 

16. The administrator needs to restart the actual SAP HANA Database in order for this parameter to 

take effects 
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Testing the configuration: 

 

Now in order to test and our configuration, we need to log back in into SAP HANA Cockpit and navigate 

back to the SAP HANA Database that we are managing by the SAP HANA Cockpit 

1. Login to SAP HANA Cockpit 

2. Click on the “Database Directory” tile 

3. Click on the SAP HANA Database that is managed by the Cockpit 

4. Make sure you change the view from “Monitor” to “All” 

 
 

5. In the search text field type “Manage database configuration” 

6. Click on “Manage database configuration” under the “Database Administration” card 

7. In the search text field type “sslvalidatecertificate” 

8. If you can see the following value below, “sslvalidatecertificate” is set to true, that means your 

configuration is successful 
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Chapter 3 
Troubleshooting 

 

 

Verify the SSL certificate of the SAP HANA Cockpit 
 

Solution: 

 

1. Use openssl and issue this command:  
openssl s_client -connect <FULLY-QUALIFIED-DOMAIN-URL-OF-THE-COCKPIT>:<PORT> 
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TLS mutual authentication failed after setting sslvalidatecertificate to true 
 

Error: 

 

 
 

Solution: 

When getting this error, it is very important to review the configuration and make sure all the steps are followed  

 

1. Verify if the import of SAP HANA Database Certificate into SAP HANA Cockpit was done correctly 

a. Verify if the CA root certificate where you need to import it 

2. Verify if restage & restart "cockpit-hdb-svc" occurred 

3. Verify the import of SAP HANA Cockpit Certificate into SAP HANA Database PSE file was done correctly 

4. Verify if the environment variable "HANA_CLIENT_KEY" and "HANA_CLIENT_CERTIFICATE" was done 

correctly. If HANA_CLIENT_CERTIFICATE was misspelled that will cause the failure. See the example 

below how it is misspelled 

 

 
5. To remove the bad environment variable, execute this command: xs unset-env <APP> <NAME>  

for example:  

xs unset-env cockpit-hdb-svc HANA_CLIENT_CETIFICATE  

 

The above command will remove the misspelled environment variable 

 

 

How to undo and reset “sslvalidatecertificate” back to false 
 

In case there are an issue with the configuration and the administrator needs to reset back the value so he/she 

can manage the HDB from the SAP HANA Cockpit, do the following: 

1. Login to the SAP HANA Database machine that you have configured for mutual authentication and it is 

managed by the SAP HANA Cockpit 

2. Navigate to the following directory, /hana/shared/$SID/global/hdb/custom/config 

3. Using open the global.ini file using any of your favorite text editor 

4. Change the value for sslvalidatecertificate back to false 

5. Save you changes 

6. Restart the SAP HANA Database by issuing: HDB restart 

7. Now the Administrator can manage the HDB 


